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1 Ve tai liéu hwong din tich hop tich hop
1.1 Muc dich
Tai liéu hudng dan tich hop ndy md ta chi tiét ky thuat va cac noi dung can chu
y trong qué trinh cac co quan, don vi str dung, tich hop dich vu chiing thuc chit ky s6
do Ban Co yéu Chinh phii cung cap vao cac hé thong thong tin phat trién trén nén tang
.Net Framework trong d6 bao gom:
— Quy trinh thuc hién ich hop.
~ M0 ta chi tiét API ,trong thu vién vgcaplugin.js cung cap .
~ Huéng din cau hinh tool ky s VGCA SignService.
1.2 Pdi twong sir dung
Can bd ki thuat, can bo phat trién phan mém, ang dung cta cac co quan bd, nganh,
dia phuong trién khai tich hop trén cac hé thong thong tin.
1.3 Veé cong cu tich hop
B cong cu ky s6 theo Nghi dinh 30/2020/ND-CP do Ban Co yéu Chinh phu cung
cap duoc publish trén trang chii cia Cuc Chung thyuc s6 va Bao mat thong tin. Dé tai vé
b cong cu tich hop, truy cap vao trang chu cua Cuc Ching thuc s va Bao mat thong
tin theo dia chi https://ca.gov.vn/tai-phan-mem:

im} # Tai phin mém - Cngdichvuce X | - o

3 https://ca.gov.vn/tai-phan-mem AN am Yy b= 9

BAN CO YEU CHINH PHU
‘)7/Gc CYC CHUNG THYC SO VA BAD MAT THONG TIN [ 2+oieki | 9 onvs e |

somit  VIETNAM GOVERNMENT CERTIFICATION AUTHORITY

TRANG CHU | DICHVUCHUNGTHUCCKS | TINTUC | PHANCAPDICHVU = HOIDAP = HUGNGDAN | VIDEO HUGNGDAN | LIENHE

> . Ngay cap
Bidu mau quén Iy

Chinh sach phap Iy Phan mém diéu khién may tinh tir xa UltraViewerQS ~ 15/11/2021 X,
Ha trg trién khai 2 Céng cy hd trg khdi phuc thiét bi leu khda bi mat Khéc 07/09/2021 X,
Tailigu hdji théo 3 Trinh digu khign thidt bi USB Token Bit4ID Driver 12/05/2021 &,
Téi ching thu s& - CRL
Tai phn mém 4 Trinh digu khién thiét bj - TokenManager Driver 30/03/2021 &
Tai nguyén khac 5  BoOcong cu hd tra tich hop chif ky & theo quy dinh tai ND Khac 15/05/2020 X,
30/2020/NB-CP
6 B0 cong cu tich hop ky s va xac thuc van ban dién tir (PDF) Khac 14/05/2020 X
trén thiét bi di déng theo quy dinh tai Nghi dinh sd
30/2020/NB-CP
7 Phan mém vSign trén Android stir dung SD Secure khac 24/02/2020 X,
8  BOcong cu hd tro phat trién dng dung ky s trén thiét bi di Khac 24/02/2020 X,

dong st dung SIM-PKI



https://ca.gov.vn/tai-phan-mem

Bo6 cong cu bao gom:

TT Tén thu muc/file Mo ta
1 | VGCASignServiceSetup.msi | Tool ky sé voi USB Token cai dat trén may tinh
nguoi dung.
Ma bam SHAL1 3e6948¢53f3ce33deebbbba723fc155639a25f3b
Ma bam SHA256 3bd335bdc49e6695abflcd161a6641714b47ab8674

7bda335c7e2b9e7e759d12

2 |doc Thu muc luu tai liéu huéng dan tich hop va hudng
dan sur dung bo cong cu

3 |js Thu myc lvu thu vién nhung hé tro tich hop

4 | Sample Thu muc lru ma ngudn mau huéng dan tich hop

2 Quy trinh tich hop

Pé trién khai tich hop va sir dung cong cu ky sb tai liéu, thuc hién cac bude nhu
Sau:

Budc 1: Cai dit tool VGCASignServiceSetup.msi trén may tinh ngudi diung dé
thuc hién ky sé (Xem hudng dan chi tiét & muc 4)

Busc 2: Xay dung ung dung web hd tro upload file 1én hé thdong:
FileUploadHandler.aspx.

Budc 3: Nhiing thu vién JavaScript vgcaplugin.js 1én site dé ngudi dung twong tac
goi chirc ning ky sb

<script type="text/javascript"
src="./vgcaplugin.js"></script>

Budc 4. Khai bao cac ham Javascript goi API ky sd va 14y phién ban tool ky s6
trén site.
3 Xay dwng ing dung web hd tro upload file 1én hé thong

Budc 1: Tao tng dung web FileUploadHandler.aspx

Budc 2: Khai bao ham Upload() thuc hién tai file 1én hé thong. Cau triic ham
Upload():

private void Upload()
{


file:///C:/Users/LieuNinh/Downloads/tool-nd30-v2.0.18.2/release-v2.0.18/sample/vgcaplugin.js

try

var builder = new UriBuilder(Request.Url.Scheme, Request.Url.Host, Request.Url.Port);
HttpPostedFile file = base.Request.Files["uploadfile"];

string path = Path.GetFileName(file.FileName);

string fileExt = Path.GetExtension(path).ToLower();

string uploadFilename = string.Format("{0}.signed{1}",
Path.GetFileNameWithoutExtension(path), fileExt);

string str = string.Format("{@}Upload/{1}", builder.ToString(), uploadFilename);
file.SaveAs(base.Server.MapPath("~/Upload/" + uploadFilename));

this.Page.Response.Write("{\"Status\":true, \"Message\": \"\", \"FileName\": \"" + path
+ Il\ll, \"Fileser‘vel"\": \llll + Str‘ + Il\ll}ll);

}

catch (Exception ex)

{

this.Page.Response.Write("{\"Status\":false, \"Message\": \"" + ex.Message + "\",
\"FileName\": \"\", \"FileServer\": \"\"}");

}
}! ~ 4
Két qua: Ghi chuoi c6 dinh dang JSON chtra két qua upload file vao HTTP

Response. Chudi két qua co cau tric:

{
Status: trang thai upload file (True/False),
Message: Théng bdo 16i néu upload khéng thanh céng (string),
FileName: tén file upload (string),
FileServer: dudng dan luu file upload trén server (string)
}

Budc 3: Xu Iy qua trinh web duogc load 1én

protected void Page_Load(object sender, EventArgs e)

{
this.Page.Response.Clear();
if (base.Request.Files["uploadfile"] != null)

{
Upload();
}
else if (base.Request.QueryString["download"] != null)
{

string filename = base.Server.MapPath("~/congvan.pdf");
System.Web.HttpResponse response = System.Web.HttpContext.Current.Response;
response.ClearContent();

response.Clear();

response.ContentType = "application/pdf";
response.AddHeader("Content-Disposition”, "attachment; filename=" +

"testfilename.pdf" + ";");



response.TransmitFile(filename);

response.Flush();

}
this.Page.Response.End();

}
Budéc 4: Publish trng dung web vira tao 1én server

4 Mo ta API ky so cia thw vién vgcaplugin.js
4.1 Ham vgca_sign_msg

~ Muc dich str dung: Dung dé ky s6 noi dung dix liéu bao cao dugc dong goi theo
dinh dang JSON d3 dugc quy dinh tai Quyét dinh s6 2337/QD-BTTTT ngay 31/12/2019
ctiia Bo Thong tin va Truyén thong.

- Giao dién ham: vgca sign msg(sender, prms, CallBackFunc)

+ sender: Tham sb truyén théng tin cho quéd trinh xu 1y

két qua, vi du: ID Button Ky sb

+ prms: Tham sé ky sb
+ CallbackFunc: Ham callback xu 1y két qud trd vé

- Giao dién ham Callback: CallbackFunc (sender, evData)

+ sender: Théng tin dugc truyén tu ham thuc hién ky sb
vgca sign msg (Vi du: ID Button ky sb, khi nhan dugc chit ky sb
coé thé kich hoat event click dé& push dit 1iéu 1én Server)

+ evData: K&t qua tra vé

—~ Céu trac tham sb dau vao prms:
{
“Encode”: chudn déng gbéi dit 1iéu (RSA/ECDSA/PKCS#7)
“HashValue”: “Chudi Base64 gid tri bam”,
“HashAlg”: “SHA256” //Thudt toadn bam
}
— Céu trac théng tin tra vé evData:
{
“Status”: 0, //Ma 186i: 0-Thanh cdéng, x- 16i
“Message”: “...”, //M& ta 1461
“Signature”: “Base64 chi ky déng gbi theo
RSA/ECDSA/PKCS#7 Detached”,
“CertBase64”: “chudi base64 cua chung thu sb ky sb”



4.2 Ham vgca_sign_issued
~ Muc dich: Goi vgcaplugin, hién thi ctra s6 giao dién ky s6 (dong dau) phat
hanh van ban theo quy dinh tai Nghi dinh 30/2020.
- Giao di¢n ham: vgca sign issued(prms, SignFileCallBack)
+ prms: Tham sé ky sb
+ SignFileCallBack: Ham callback xu 1y két qud trd vé
— Céu trac tham sé dau vao prms:

{
“FileUploadHandler”: //url cua Ung dung web upload

file FileUploadHandler.aspx da tao,
“SessionId”: //néu st dung jwt token dé& xac thuc ngudi
dung, trudong hop hé théng théng tin yéu cldu ddng nhap st dung
“JWTToken”: //néu st dung jwt token d& xac thuc ngudi
dung, trudng hop hé thdéng thdédng tin yéu ciu didng nhidp st dung
“FileName”: //dudng dan van ban ky sb
“DocNumber”: //Cép sb6 cho v&n ban (céng van) phat hanh
“IssuedDate”: //Ngay ky, déng diu phat hanh vdn ban
}
- Giao dién ham Callback: signFileCallBack (sender, rv)
+ sender: Thong tin duoc truyén tir ham thyc hién ky s vgea_sign_xml (Vi du:
ID Button ky s, khi nhan duoc chit ky sé c6 thé kich hoat event click dé push di liéu
1€n Server)

+ rv: Két qua tra veé

{
DocumentDate:" "//Ngay van ban
DocumentNumber: ""//S6 vdn ban
FileName: ""//Pudng dan vin ban can ky sb
FileServer: ""//Pudng dan van ban da ky sb
Message: ""//M&6 ta 16i

Status: ////Ma 186i: 0-Thanh céng, x- 16i



4.3 Ham vgca_sign_approved
~ Muc dich: Goi vgcaplugin, hién thi ctra s6 giao dién ky s6 phé duyét vin ban
theo quy dinh tai Nghi dinh 30/2020.
- Giao di¢n ham: vgca sign approved (prms, SignFileCallBack)
~ Céu trac tham s6 dau vao prms :
{
“FileUploadHandler”: //url cua Ung dung web upload
file FileUploadHandler.aspx da tao,
“SessionId”: //néu su dung jwt token dé& x&c thuc ngudi
dung, trudong hop hé théng théng tin yéu cldu d&ng nhap st dung
“JWTToken”: //néu st dung jwt token d& xac thuc ngudi
dung, trudng hop hé théng théng tin yéu cidu didng nhap st dung
“FileName”: //dudng dan van ban ky sb

}

4.4 Ham vgca _comment

~ Muc dich: Goi vgcaplugin, hién thi cira s6 giao dién thém y kién, chi dao cho
van ban theo quy dinh tai Nghi dinh 30/2020.

- Giao di¢n ham: vgca_ comment (prms, SignFileCallBack)

— Céu trac tham sé dau vao prms :

{

“FileUploadHandler”: //url cua uUng dung web upload
file FileUploadHandler.aspx da tao,
“SessionId”: //néu st dung jwt token dé& xac thuc ngudi
dung, trudng hop hé thdéng thdédng tin yéu cdu di&ng nhidp st dung
“JWTToken”: //néu st dung jwt token dé x&c thuc ngudi
dung, trudong hop hé théng théng tin yéu ciu d&ng nhip st dung
“FileName”: //dudng dan v&n ban ky sb
Metadata”: //dit 1iéu phan hdéi, bd sung tuy chon
}
— Cau tric tham s6 Metadata:
{

“Key”: string,

“Value”: string



4.5 Ham vgca_sign_income
~ Muc dich: Goi vgcaplugin, hién thi ctra s6 giao dién ky s6 vin ban dén theo
quy dinh tai Nghi dinh 30/2020.
- Giao di¢n ham vgca sign income (prms, SignFileCallBack)
— Céu trac tham s6 dau vao prms :
{

“FileUploadHandler”: //url cua Ung dung web upload

file FileUploadHandler.aspx da tao,
“SessionId”: //néu su dung jwt token dé& x&c thuc ngudi

dung, trudong hop hé théng théng tin yéu cldu d&ng nhap st dung
“JWTToken”: //néu st dung jwt token d& xac thuc ngudi

dung, trudong hop hé théng théng tin yéu cldu didng nhap st dung
“FileName”: //dudng dan vin ban dén

“Metadata”: //dit liéu phan hdi, bd sung tuy chon

}
- binh dang Metadata:
{
“Key”: string,
“Value”: string
}

4.6 Ham vgca_sign_appendix
~ Muc dich: Goi vgcaplugin, hién thi cira s6 giao dién ky sé vian ban dinh kém
theo quy dinh tai Nghi dinh 30/2020.
- Giao dién ham: vgca sign appendix (prms, SignFileCallBack)
— Cau trc tham s6 dau vao prms:
{

“FileUploadHandler”: //url cua ung dung web upload
file FileUploadHandler.aspx da tao,

“SessionId”: //néu st dung jwt token dé xac thuc ngudi
dung, trudong hop hé théng théng tin yéu ciu d&ng nhip st dung

“JWTToken”: //néu st dung jwt token dé xac thuc ngudi
dung, trudng hop hé thdéng thdédng tin yéu cdu di&ng nhidp st dung

“FileName”: //dudng dan tai liéu dinh kém



“DocNumber”: //sb cbng vi&n cua vdn ban can dinh kém
tai liéu

“Metadata”: //dit 1iéu phadn hdi, bd sung tuy chon

}
- binh dang Metadata:
{
“Key”: string,
“Value”: string
}

4.7 Ham vgca_sign_copy
~ Muc dich: Goi vgcaplugin, hién thi cira s6 giao dién ky sé ban sao dién tir (sao
y, sa0 luc, trich sao)cua van ban goc theo quy dinh tai Nghi dinh 30/2020.
- Giao di¢n ham: vgca_sign copy (prms, SignFileCallBack)
— Céu trac tham s6 dau vao prms :
{

“FileUploadHandler”: //url cua Ung dung web upload file
FileUploadHandler.aspx da tao,
“SessionId”: //néu st dung jwt token dé& xac thuc ngudi
dung, trudong hop hé théng théng tin yéu cldu didng nhap st dung
“JWTToken”: //néu st dung jwt token dé xac thuc ngudi
dung, truong hop hé thdng théng tin yéu clu ddng nhdp su
dung
“FileName”: //dudng dan tai liéu dinh kém
“DocNumber”://sé cbng vdn cua vdn ban gbc cdn tao ban
sao dién tu

“Metadata”: //dit liéu phan hdi, bd sung tuy chon

¥
- DPinh dang Metadata:

{
“Key”: string,

“Value”: string



4.8 Ham vgca_sign files

- Muc dich: Goi vgcaplugin, hién thi cira s6 giao dién ky nhiéu tép van ban theo
mau s hoa, van ban dén.

- Giao dién ham:vgca sign files(json prms, SignFileCallBack)

- Cau tric tham sb dau vao prms dinh dang json, ¢ cau tric:

{

"FileUploadHandler": “”,//url cua ung dung web upload file
FileUploadHandler.aspx da tao
“SessionId”: //néu su dung jwt token dé xAc thuc ngudi
ding, trudong hop hé théng théng tin yéu cdu ddng nhédp st dung
“JWTToken”: //néu st dung jwt token dé xac thuc ngudi dung,
trudng hop hé thdéng théng tin yéu cidu ding nhap st dung

"Files": [//Danh sach files can ky sé6
{
"FileID": "",//ID cua tép ky sb
"FileName": "",//tén tép
"URL": ""//Pudng dan tép ky sb
b
]
}

4.9 Ham vgca_sign_xml

- Muc dich: Goi vgcaplugin, hién thi ctra s6 giao dién ky s6 dit liéu XML.

- Giao dién ham: vgca sign xml (sender, json prms, SignXMLCallBack):

+ sender: Tham s truyén thong tin cho qua trinh xtr Iy két qua, vi du: 1D Button
Ky s6

+ json_prms: Tham s6 ky sb

+ SignXMLCallBack: Ham callback xir 1y két qua tra vé

- Giao dién ham Callback: SignXMLCallBack (sender, rv)

+ sender: Thong tin duoc truyén tir ham thyc hién ky sé vgea_sign_xml (Vi du:
ID Button ky s6, khi nhan duoc chir ky sb co thé kich hoat event click dé push dir li¢u
1én Server)

+ rv: Két qua tra vé



- Cau tric tham sb dau vao json_prms:

{
"Base64Content": "",//Chudi Base64 gid tri bam cua dir liéu xml
"ReturnSignatureOnly": "true" or "false",//dang chitt ky sb tra vé
"HashAlg": “”,//Thudt toan ham bam
"XmlDsigForm": "true" or "false"//chuin

}

- Cau trac thong tin tra Ve rv:

“Status”: 0, //M& 16i: 0-Thanh cébng, x- 16i
“Message”: “...”, //M&6 ta 146i
“Signature”: “Base64 chlt ky déng gbéi theo PKCS#7 Detached”
}
4.10 Ham vgcea_verify xml
- Muc dich: Goi vgcaplugin, hién thi giao dién ky nhiéu tép vin ban theo mau sé
hoa, van ban dén.
- Giao dién ham:vgca verify xml (json prms,VerifyXMLCallBack)
- C4u trtc tham sb dau vao json_prms dinh dang json, c6 cau tric:
{
“Data”: //dt 1liéu x&c thuc
“Format”:// dinh dang dit 1iéu x&c thuc
}
- VerifyXMLCallBack: Ham callback xur 1y két qua tra vé. Giao dién ham:
VerifyXMLCallBack (rv) ,rv: Két qua tra vé
- Cau tric thong tin tra Ve rv:
{
“Status”: 0, //M& 18i: 0-Thanh céng, x- 16i
“Message”: “”, //M6 ta 16i

A\\W74

“Signature”:

}

//théng tin xac thuc



4.11 Ham vgea_sign_json

- Muc dich: Goi vgcaplugin, hién thi ctra s6 giao dién ky s6 dit liéu XML.

- Giao dién ham: vgca sign json (sender,json prms, SignJSONCallBack)

+ sender: Tham s truyén thong tin cho qua trinh xtr Iy két qua, vi du: 1D Button
Ky so

+ json_prms: Tham s6 ky sb

+ SignJSONCallBack: Ham callback xtr Iy két qua tra vé

- Giao dién ham Callback: SignJSONCallBack (sender, rv)

+ sender: Thong tin duoc truyén tir ham thyc hién ky sé vgea_json_xml (Vi du:
ID Button ky s, khi nhan duoc chir ky sb co thé kich hoat event click dé push dir liéu
1én Server)

+ rv: Két qua tra vé

- Cau trtc tham sb dau vao json_prms:

{
"JsonContent": "",// Chudi Base64 gid tri bdm cua dit liéu xml
"DetachPayload": "true" or "false",//
"IsPss": "true" or "false",//lugc dd chit ky sb

}

- Cau tric thong tin tra Ve rv:

“Status”: 0, //Ma 16i: 0-Thanh cébéng, x- 16i

“Message”: “...”, //M6 ta 16i

“Signature”: “Base64 chlt ky déng gbébi theo PKCS#7 Detached”
}
4.12 Ham vgca_verify_json

- Muc dich: Goi vgcaplugin, hién thi giao dién ky nhiéu tép van ban theo mau sé
héa, vin ban dén.

- Giao di¢n ham:vgca verify json (content, VerifyJSONCallBack)

- Cau tric tham sb dau vao json_prms dinh dang json, co cau tric :

{

“content”: //dtr 1iéu x&c thuc



}

- VerifyJSONCallBack: Ham callback xu 1y két qua tra vé. Giao dién ham:
VerifyxMLCallBack (rv) ,rv: Két qua tra vé

- Cau tric thong tin tra Ve rv:

{
“Status”: 0, //Ma 16i: 0-Thanh céng, x- 16i
“Message”: “7, //M6 ta 16i
“JsonContent”: “”, //Dt 1iéu json decode

}

5 Huwéng din khai bao ham goi API Ky so6
5.1 Ham xir ly két qua SignFileCallBack

~ Muc dich: Ham callback xir ky két qua tra vé, hién thi thong tin ky sb trén van
ban tra vé

- Giao dién ham: SignFileCallBack (evData)

~ Céu trac tham sb dau vao evData;

“Status”: 0, //M& 16i: 0-Thanh cbng, x- 1561
“Message”: “...”, //M6 ta 1561

A 4
cee @

“DocumentNumber” : , //Md ta sb cua van ban (cdbng van)

A\ 144

“DocumentDate”: “...”, //M& tad ngay ky sb

“FileName”: “...”, //M6 ta tén van ban

W ”
cee ®

“FileServe”: , //M6 td dudng dan v&n ban trén server

- Khai bado ham xur 1y
function SignFileCallBack(evData) {
var received_msg = JSON.parse(evData);
console.log(received_msg);
if (received_msg.Status == 0) {
//console.log(received_msg);
var fileName = received_msg.FileName;//l3y tén van ban ky
var url = received_msg.FileServer;//ldy link luu van ban trén server
var docNum = received_msg.DocumentNumber;//1dy s6 co6ng van ky s6 trén van
ban
var docDate = received_msg.DocumentDate;//1ady ngay ky sé van ban
} else {



var error = received_msg.Message;//16i ky s6

}
5.2 Ham goi API ky sb

Ham javascript goi APl “vgca sign approved” ky phé duyét van ban
<script type="text/javascript">
function exc_sign_approved(url) {
var prms = {}; //Tham sé ky

//FileUploadHandlerLink - dé&n (ng dung web d3 tao (muc 2.1) hé tro upload file
1én server

prms["FileUploadHandler"] = ".../FileUploadHandler.aspx";
//SessionId - Phién lam viéc cua nguoi dang truy cap
prms["SessionId"] = "";
//FileName - Pudng dan dé&n van ban can ky s6 dugc luu trén server.
prms["FileName"] = ""; //Trudng hgp van ban can ky luu local, FileName = "";
var json_prms = JSON.stringify(prms);
//Goi API ky soé
vgca_sign_approved(prms, SignFileCallBack);
}

</script>
Ham goi APl “vgca sign issued” ky déng dau phat hanh vin ban
<script type="text/javascript">
function exc_sign_issued() {
var prms = {}; //Tham sé ky
//FileUploadHandlerLink - d&n (ng dung web d3 tao (muc 2.1) hd tro upload file
1én server
prms["FileUploadHandler"] = ".../FileUploadHandler.aspx";

//SessionId - Phién lam viéc cla nguoi dang truy cap

prms["SessionId"] = 5

//FileName - Pudng dan dé&n van ban can ky sé dugc luu trén server.

; //Trudng hop van ban can ky luu local, FileName =

prms["FileName"] =

prms[ "DocNumber"] = "";//Cap s6 céng van cho van ban, cé thé cdp trén giao dién

cla tool ky sé
prms["IssuedDate"] = "";//Ngay ky déng dau phat hanh van ban
var json_prms = JSON.stringify(prms);
//Goi API ky s&
vgca_sign_issued(json_prms, SignFileCallBackl);

}

</script>

Thuc hién tuong tu Vi cac API con lali.



6 Huwong din cai dit, cau hinh tool VGCASignService
6.1 Yéu cau doi véi hé thong sir dung tool
- Hé diéu hanh: Tool sir dung cho cac hé diéu hanh Windows phién ban XP SP3
tré Ién.
- B6 nhd RAM: 512Mb tro 1én.
- Dung lwong 6 dia: 10Gb tré 1én.
- Trén may tinh ngudi dung can cai dat .Net Framework 4.0.
6.2 Hudng din checksum file cai dit

Muc dich: Kiém tra tinh toan ven cua file cai dat, xac dinh file cai dat chua bi
thay doi.

Bwéc 1: M6 thu muc luu file cai dat tool VGCASignService. GO “cmd” trén
thanh dia va nhan Enter.

] = | VGCASignService-v2.0.28 - O X
. Home Share View e
# Cut 4 FJ Mew item = \/— Open Ba Select all
- W] Copy path ) —"J Easy access = J Edit Select none
3 Quick Copy Paste Move Copy Delete Rename MNew Properties .
ress '| Paste shortcut to to - folder - £ History DE‘ Invert selection
Clipboard Organize Mew Open Select
hd Tl cmd w ||—) Search VGCASign...
w1
~ MName Search for "emd"
doc
s File folder
sample File folder
ﬁ\u‘GCASignSeNiceSetup Windows Installer ... 10,512

Buwéc 2. Trén giao dién Command Line CMD ctaa Windows nhap 1énh:
Certutil -hashfile <file> Loai Hash

Trong do:

<file>: Tén file, dwong dan file can checksum trén may tinh

<Loai Hash>: Ham bam can kiém tra. Can kiém tra hai ham bam: SHA1 va
SHAZ256, .

Vi du:



BN C\Windows\System32icmd.exe — O x

ertutil -hashfile V

Buwéc 3. So saich ma bam nhan duoc V61 ma bam cua ham bam tuong tng duoc
cung cap.

- Néu hai mi bam giéng nhau, file cai dit chua bi thay d6i => tién hanh cai dat
cong cu dé su dung.

- Néu hai m3 bam khac nhau, file cai dat d3 bi thay doi: Durng cai dat cong cu,
thong bao vai co quan cung cap Bo cong cu dé kiém tra.
6.3 Huwong dan kiém tra chir ky so file cai dat

Budc 1. Click chudt phai ¢ file cai dat, chon “Properties”



Install
Marne )
Repair

doc Uninstall
js SkyDrive Pro >

sample

Troubleshoot compatibility
i5 vGCaSigns

Edit with Motepad++
Scan with Microsoft Defender...
Share

o CH E

Open with...
Add to archive..,
Add to "VGCASignServiceSetup.rar”

Compress and email...

i G G G

Compress to "VGCASignServiceSetup.rar” and email

Restore previous versions

Send to p

Cut
Copy

Create shortcut
Delete

Py Rename

Properties
| |

Budc 2. Chon muc “Digital Signature” vao chon chit ky sé can kiém tra va nhan
“Detail” dé hién thi két qua kiém tra chix ky sb



ﬁ VGCASiIgnServiceSetup Properties

Custom Details Previous Versions
General Compatibility Digital Signatures Security
Signature list

MName of signer: Digest algorithm Timestamp

Pham Cdng Thao... shaZbt Wednesday, February...

Details

[ ok || Ccancel Apply

Két qua kiém tra chit ky sd:



Digital Signature Details

General  Advanced

{

=

This digital signature is OK.

Signer information

= Digital Signature Information

PPham Céng Thao (CodeSigning)

|'|."'.I'Ed|‘|ESda'5,l'_, February &, 2023 8:35:52 AM

Mame:

E-mail: lpcthao@bcy.gov.vn
Signing time:

Countersignatures

View Certificate

Mame of signer:

May chi cdp d&... Mot available

E-mail address:

Timestamp

Wednesday, Februa...

Details

6.4 Cai dat tool VGCASignService
Pé cai dat tool ky sb - xac thuc
VGCASignServiceSetup.msi

tai licu VGCASIgnService, chay file



i VGCASignService Setup — *®

Welcome to the VGCASignService Setup
Wizard

Nae thue & Bho mbt

The Setup Wizard will install VGCASignService on your
computer, Click Mext to continue or Cancel to exit the Setup
Wizard.

O cira s6 tiép theo cho phép ban thay doi duong dan cai dat. Ban chon Next,...

i VGCASignService Setup — X
Destination Folder
Click Mext to install to the default folder or dick Chanage to choose another.

Install VGCASignService to:

IC:\Prngram Files (x86)\WGCAWGCASignService',

Change...

Chon Install dé bat du cai dat



15 VGCASignSenvice Setup — *
Ready to install VGCASignService )7/

Click Install to begin the installation. Click Back to review or change any of your
installation settings. Click Cancel to exit the wizard.

Back o Install Cancel

Qua trinh cai dit thanh cong, click chon “Finish” dé két thuc.

15 VGCASignService Setup — pod

/GCA Completed the VGCASignService Setup
XA thue & Ba At Wizard

Click the Finish button to exit the Setup Wizard.

Back Cancel

6.5 Huwéng dan cau hinh dich vu chieng thuc

Chu ¥: Cau hinh str dung dich vu chiing thuc chir ky s6 cua to chirc cung cap dich
vu ching thuc da duoc thiét 1ap mac dinh trong phan mém. Néu muédn thay doi cau
hinh, nguoi dung thuc hién theo cac budc sau:

Budc 1: Chon chudt phai vao logo ciia tool VGCASignService, chon “Cau hinh
hé thong”



Thang tin
Cai dat CTS CA
Béng ky st dung

Cdu hinh hé théng
Cap nhat phan mém o

Khdi déng lai

Bang

1201 AM
72020

B oA wm )t AOENG

Budc 2: Trén giao dién cua chtc ning “Cau hinh hé théng” chon muc “Dich vu
chang thuc”

¥ [BAN CO YEU CHINH PHU] X

CAU HINH HE THONG

Dich vy chiingthic  Hién thi chii kytrén PDF  Dang ky st dung @ [

Su dung dich vu cdp dau thdi gian (TSA)
May chu dich vu cp ddu thdi gian (TSA)

Bia chi: [ht‘tp:."."ca .gov.nitsa l

(]

54 dung dich vy kidm tra chiing thu s8 tric tuyén
Dich vu kiém tra chiing thu 86 tnic tuyén @ |
Cho phép kiém tra chiing thl 55 ngudi ky qua OCSP I
Bliding dan danh sach chiing thu bi thu hii (CRLs): Thém  Xda
|
Béng

(1)-Cau hinh st dung dich vu cap dau thoi gian, nham muc dich gan dau thoi gian
cho chit ky. Tich chon “Sir dung dich vu cip dau thoi gian (TSA)”, nhap dia chi may
chu cap dau thoi gian vao khung Dia chi: http:/ca.gov.vn.

(2)-Céu hinh st dung dich vu kiém tra trang thai thu hoi caa ching thu sb. Tich
chon “Sir dung dich vu kiém tra trang thai thu hoi cua ching thu s6”.

(2.1)-Tich chon "Cho phép kiém tra chimg thu s6 nguoi ky qua OCSP" dé str
dung dich vy Trang thai chtmg thu truc tuyén (OCSP), muc dich 1a chi dinh sir dung
dich vy OCSP thay vi kiém tra trong danh sach thu h6i (CRLS).

(2.2)-Thém hoic x6a danh sach thu hoi (CRLS)


http://ca.gov.vn/

Budc 3: Chon “Luu” dé luu théng tin cdu hinh
6.6 Huwéng din ciau hinh miu chir ky
a. Cau hinh form cho lanh dao ky s6 phé duyét cong vin
— M@ c4u hinh Hién thi chit ky trén PDF
— Chon Tao mau méi...

Dich vu chiingthuc  Hién thi chiiky trén PDF  Dang ky st dung

QUAN LY MAU CHU KY: [Tao mauma..

— Nhap tén mau lanh dao ky phé duyét (Vi du: Phé Cuc truong — Lé Quang
Tung)

— Chon loai chir ky: Mau chir ky c4 nhan

— Chon hién thi chit ky: Hinh anh

— Chon anh chit ky cua 1anh dao, dinh dang .png bang cach bAm chuét phai vao
hinh anh chit ky va chon menu “Thay anh khac”

- Nhéap do6 rong va do cao cua anh chit ky theo don vi Points (1 point = 1 pixel
X 96/72)

— Nhap tén lanh dao ky sd cong van dé ty dong tim kiém vi tri chir ky.

— Cac thong tin khac khong can thay doi

- B4Am Luu dé tao va luu mau.



¥ [BAN CO YEU CHINH PHU]
CAU HINH HE THONG
Dich vu chiing thye  Hign thi chi ky trén PDF  Bang ky st dung

QUAN LY MAU CHU KY: |Pha Cuc triéng - L& Guang Tang

Tén méu: |Ph6 Cuc tnidng - L& Quang Ting Loai chitky: | Mau chil ky ca nhan
Hign thi chil ky

(O) Hinh anh &thang tin
(® Hinh anh

() Thénatin

Nhan théng tin Email Cd quan Thii gian ky

Vitri & Kich thudc chil ky mac dinh

Ho&c trang: 1 Bé réng: 120 B8 cao; 100

Thiéng tin ngudi ky

Ho vatén: |L& Quang Tung] | (Se duing & xdc dink vi tri ky)

[ M&u chii ky méc dinh

Xda mau

Trang dau v Vitri: | Géc trén bén tréi v Cochi [ 0 |

Bang

b. Cau hinh cho van thu ky sb phat hanh cong vén
~ Tao mau sb cong van di:
o Nhap tén mau (Vi du: S6 cong van di)
o Loai chit ky: Mau s6 cong van di
o Hién thi chit ky: Thong tin
o Cochir: 13




2 [BAN CT YEU CHINH PHU]
CAU HINH HE THONG
Dich vu ching thuc  Hign thi chilky trén POF  Dang ky st dung

QUAN LY MAU CHU KY- 55 céng van di

Tén mau: |56 cong van di Loai chil ky: Mau s céng van di

Hign thi ch ky

() Hinh anh & théng tin

(O Hinh anh 1 23

® Théng tin

Nhan théng tin Email Cd quan Thii gian ky

Vitri & Kich thudc chi ky mac dinh

Hodc trang: 1 Bié réng: B cao: lII

Thdng tin ngudi ky

Ho vatén: | (Su dung &€ xac dinf vikrd ky)

[ M3u chil ky m3c dinh

Trang déu v Vitri: | Gée trén bén tréi w Cé chi

L w
Hpa mau

Bdng

— Tao mau ngay cong vin di
o Nhap tén mau (Vi du: Ngay cong vin di)
o Loai chit ky: Mau ngay cong vin di
o Hién thi chit ky: Thong tin
o Cochu:13




¥ [BAN CO YEU CHINH PHU] *

CAU HINH HE THONG
Dich vu chdng thie  Hién thi chii ky trén PDF  Bi3ng k sl dung

QUAN LY MAU CHU KY: [Ny céng ezn di v

Tén mau: |Ngéy cong can di Loai chii ky- M&u ngay cing van di ~
Hién thi chi ky
() Hinh anh & théng tin

O Hinh arh 7

(® Théna tin

Nhan théng tin Email Cd quan Thi gian ky
Vitri & Kich thudc chl ky mac dinh
Trang du v Vitri: | Gée trén bén tréi v C3 chil:

Hodc trang: 1 Bié réng: 100 Bi cao:

Thdng tin nguidi ky

Ho wa tén: | (Sii dung o€ xdc dinft vitri ky)

] M3u chil ky mac dinh Hoa mau

Béng

~ Tao mau dau t6 chirc tuong ng véi lanh dao ky sé cong van

Tén mau (Vi du: Dau to chirc)

Loai chir ky: MAu chit ky to chirc

Hién thi: Hinh anh

Thay anh dau caa don vi

Do cao bang do cao cua anh theo don vi Points ( 1px = 0.75point)
Do rong bang do rong caa anh con dau cua td chire theo don vi point
Nhap ho tén lanh dao ky s cong vin.

(©)

0O O O O O O



¥ [BAN CO YEU CHINH PHU] *

CAU HINH HE THONG
Dich vu chiingthuc  Hign thi chil ky trén PDF Bang ky st dung

QUAN LY MAU CHU KY: | Tao méuméi.. v

Ténmdu: |Dauts chic Loai ohii ky | M3u chil ki t5 chiic v
Hign thi chii ky
(O) Hinh anh &thdng tin

o

@® Hinh &rh

() Théng tin

Nhan théng tin Email Cd quan Thdi gian ky

Vitri & Kich thudc chil ky mac dinh
Trang diu v Vitri: | Gdc trén bén tréi v Cochi: [ 0|

Ho&c trang: 1 B réng: 105 B cao: 105

Thiéng tin nguidi ky

Howvatén: |L& Quang Tung | (Su dung d& xdc dink v fri ky)

[ M&u chii ki mac dinh ¥da mau

Luiu Bdng

7 Théng tin lién hé hd tro
7.1 Cuc Chirng thuc so6 va Bao mét thong tin
Dia chi: S6 23, Nguy Nhu Kon Tum, Thanh Xuéin, Ha Nbi
bién thoai: 0243.773.8668
Email: ca@bcy.gov.vn
Website: https://ca.gov.vn

7.2 B0 phan Hb tro ky thuat
Pau mdi lién hé: B/c Nguyén Anh Ta, Giam doc Trung tim Hd tro Ky thuat.
bién thoai: 0946688109
Email: natu@bcy.gov.vn

7.3 Bo phan Phit trién &ng dung

Pau mdi lién hé: B/c Pham Cong Théao, Trudng phong Phat trién wng dung
Dién thoai: 0962594424
-Email: pcthao@bcy.gov.vn
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